
Enterprise Risk 

Management

Take a Close Look at 

COSO’s New 

Internal Control

Framework



Eight 

Components
Three more layers 

added to the 

original five COSO 

components:

• Internal 

Environment

• Objective 

Setting

• Event 

Identification



Four 

Objectives

Strategic objective 

added to the 

original three 

COSO objectives:

• Operations

• Reporting*

• Compliance

* Reporting is now 

much more than 

financial reporting



Internal Environment
The internal environment encompasses the tone of an organiza-

tion, influencing the risk consciousness of its people, and is the 

foundation for all other components of enterprise risk manage-

ment, providing discipline and structure.

Internal environment factors include:

• an entity’s risk management philosophy; 

• its risk appetite and risk culture;

• oversight by the board of directors; 

• the integrity, ethical values and competence of the entity’s  

people; 

• management’s philosophy and operating style; and

• the way management assigns authority and responsibility, 

and organizes and develops its people.



Objective Setting

Every entity faces a variety of risks from external and internal 

sources, and a precondition to effective event identification, risk 

assessment and risk response is establishment of objectives, 

linked at different levels and internally consistent.

Objectives are set at the strategic level, establishing a basis for 

operations, reporting, and compliance objectives.

Objectives are aligned with the entity’s risk appetite, which 

drives risk tolerance levels for the entity’s activities.



Event Identification

Management identifies potential events affecting an entity’s 

ability to successfully implement strategy and achieve objectives.

Events with a potentially negative impact represent risks, which 

require management’s assessment and response.

Events with a potentially positive impact may offset negative 

impacts or represent opportunities.  Management channels 

opportunities back into the strategy and objective-setting 

processes.

A variety of internal and external factors give rise to events.  

When identifying potential events, management considers the full 

scope of the organization.  Management considers the context 

within which the entity operates and its risk tolerances.



Risk Assessment

Risk assessment allows an entity to consider the extent to which 

potential events might have an impact on achievement of 

objectives.

Management should assess events from two perspectives –

likelihood and impact – and normally uses a combination of 

qualitative and quantitative methods.

The positive and negative impacts of potential events should be 

examined, individually or by category, across the entity.

Potentially negative events are assessed on both an inherent and a 

residual basis.



Risk Response

Having assessed relevant risks, management determines how 

it will respond.

Responses include risk avoidance, reduction, sharing and 

acceptance.

In considering its response, management considers costs and 

benefits, and selects a response that brings expected likelihood 

and impact within the desired risk tolerances.



Control Activities

Control activities are the policies and procedures that help 

ensure that management’s risk responses are carried out.

Control activities occur throughout the organization, at all 

levels and in all functions.

They include a range of activities as diverse as:

• approvals, 

• authorizations, 

• verifications, 

• reconciliations, 

• reviews of operating performance, 

• security of assets, and 

• segregation of duties.



Information and Communication
Pertinent information is identified, captured and communicated in a 

form and timeframe that enable people to carry out their 

responsibilities.  Information systems use internally generated data, 

and information about external events, activities and conditions, 

providing information for managing enterprise risks and making 

informed decisions relative to objectives.  Effective communication 

also occurs, flowing down, across and up the organization.  All 

personnel receive a clear message from top management that 

enterprise risk management responsibilities must be taken seriously.  

They understand their own role in enterprise risk management, as 

well as how individual activities relate to the work of others.  They 

must have a means of communicating significant information 

upstream.  There is also effective communication with external 

parties.



Monitoring
Enterprise risk management is monitored –a process that 

assesses the presence and functioning of its components over 

time.  

This is accomplished through ongoing monitoring activities, 

separate evaluations or a combination of the two.  Ongoing 

monitoring occurs in the normal course of management 

activities.  

The scope and frequency of separate evaluations will depend 

primarily on an assessment of risks and the effectiveness of 

ongoing monitoring procedures.  

Enterprise risk management deficiencies are reported upstream, 

with serious matters reported to top management and the board.
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OBJECTIVE SETTING 

Strategic

Objectives

Related

Objectives

Selected

Objectives

Risk

Appetite

Risk

Tolerance

•High-level

goals

•Support 

mission/

vision

•Strategic 

choices

•Operations

•Reporting

•Compliance

•Safeguard-

ing of

assets

•Align and 

support

•Manage-

ment

decision

•Growth, risk

and   return

•Resource 

allocation

•People, 

process  and 

infrastructure

•Acceptable

variance

•Unit of 

measure

of 

objective



EVENT IDENTIFICATION
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RISK ASSESSMENT 
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RISK RESPONSE
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CONTROL ACTIVITIES
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INFORMATION & 

COMMUNICATION
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MONITORING
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For more information:

Check out COSO’s exposure draft 

Enterprise Risk Management 

Framework

At www.erm.coso.org

Download it in Adobe PDF format 
(152 pages)


