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Fraud Happens

* Most organizations think it can’t happen to them
* Then are devastated when it does

* ACFE consistently estimates that the average
organization loses about 5% of its revenues due
to fraud annually

— Median loss from a single case: $150,000

— 23% of cases studied resulted in losses of more than
$1,000,000

— Frauds are always devastating and sometimes
catastrophic

Fraud Risk Management and Assessment

* Fraud Risk Management’s Historical Context

* Fraud Risk Management and the 2013 COSO Internal
Control Framework

* The COSO/ACFE Fraud Risk Management Guide
— Governance and the Control Environment

Fraud Risk Assessment

Fraud Control Activities
— Information, Investigation, and Reporting
— Monitoring

* My Predictions for the Future: What Can/Should Be
Done to Empower Auditors to Find More Fraud; and
Help Organizations Better Manage Fraud?
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Historical Context

A Brief History ...

* ~4000 BC: In ancient Athens “Humble citizens and slaves
were educated and employed as bookkeepers. For the most
part, Athenians preferred public slaves as comptrollers and
auditors because they could be tortured on the rack and
freemen could not.”*

* The Reckoning: Financial Accountability and the Rise and Fall of Nations, Jacob Soll, Basic Books, 2014.
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A Brief History ...

* 1985: The Committee of Sponsoring Organizations of the
Treadway Commission was formed
— American Institute of Certified Public Accountants (AICPA)
— American Accounting Association (AAA)
Financial Executives Institute (FEI)
Institute of Internal Auditors (lIA)

National Association of Accountants (now the Institute of
Management Accountants (IMA))

Report of

the National Commission on
Fraudulent Financial Reporting

October 1987
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Treadway’s 49 Recommendations

* For public companies

Tone at the top

Internal accounting and audit functions
Audit committee

Management and audit committee reports
“Opinion shopping”

Quarterly reporting

* For independent public accountants

Fraud detection

Audit quality

Communications

Audit standards-setting process

Treadway’s 49 Recommendations

* For the SEC and others

Tougher sanctions and criminal prosecution
Improved regulation of public accounting

SEC resources

Improved regulation of financial institutions
Better oversight by state boards of accountancy
Insurance and liability crises

* For educators

Business and accounting curricula
Professional certification examinations
Continuing professional education
Five-year accounting programs

dcotton@cottoncpa.com




“Fraud” appears 554
times in the 183-page
document.

Report of
nal Commission on
Fraudulent

October 1987

A Brief History ...

* 1987: The Treadway Commission declared victory and
disbanded, but COSO carried on

* 1992: COSO issued its Internal Control—Integrated
Framework
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Very little emphasis on fraud

Focus was on:

* Economy and efficiency of operations,
including safeguarding of assets and
achievement of desired outcomes;

* Reliability of financial and management
reports; and

* Compliance with laws and regulations.

11

Very little emphasis on fraud

“Fraud” appears 21
times in the 159-page
document.

12
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A Brief History ...

* 1992 to 2001: The COSO Internal Control Framework gained
broad recognition
* 2002: Sarbanes-Oxley Act became law

— Section 404 mandates that all publicly traded companies must
establish and report on internal controls

e 2002-2012: The COSO Internal Control Framework became

the globally recognized set of best practices related to
establishing and maintaining internal controls

— All US publicly-traded companies follow the COSO framework

A Brief History ...

* 2005: The AICPA formed a task force to define “attestable
criteria” for fraud risk management

* That task force instead wrote/issue the “Achilles’ Heel”
publication

dcotton@cottoncpa.com



Guidance for Audit Committees

FREE at:
http://www.cottoncpa.com/out
reach/thought-leadership/

{ MANAGEMENT
{ OVERRIDE

i OF INTERNAL
| CONTROLS:

H The Achilles’ Heel

i of Fraud Prevention

B The Audit Committee
and Oversight of

Financial Reporting Published in 2005; updated in 2016

A Brief History ...

* 2007: An lIA, ACFE, AICPA Task Force published
Managing the Business Risk of Fraud—A Practical Guide
(“attestable criteria” for fraud risk management)
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http://www.cottoncpa.com/outreach/thought-leadership/

FREE at:
http://www.cottoncpa.com/w
b-
content/uploads/2014/08/Ma
nagingTheBusinessRiskofFrau
d.pdf

Published in 2007

A Brief History ...

* May 2013: COSO updated its Internal Control Integrated
Framework and added 17 Principles

— Principle #8: The organization considers the potential for fraud
in assessing risks to the achievement of objectives.

dcotton@cottoncpa.com


http://www.cottoncpa.com/wp-content/uploads/2014/08/ManagingTheBusinessRiskofFraud.pdf
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A Brief History ...

* 2014: In response to user demands, COSO and ACFE
formed a new task force to develop more detailed
guidance on assessing fraud risk

Fraud Risk
Management and the
2013 COSO Internal
Control Framework

22
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Joint ACFE-COSO Task Force

Joint ACFE-COSO Advisory Panel

dcotton@cottoncpa.com
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Buy the Guide at
COSO or ACFE web
sites (569; 559 for

members)
Executive Summary
is FREE at
http://www.cottonc
pa.com/outreach/th
ought-leadership/

The COSO/ACFE Fraud
Risk Management
Guide

26
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Mapping of
COSsO
Components and
Principles to the
Fraud Risk
Management
Guide

You do not need

to start from
scratch ...

dcotton@cottoncpa.com
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Required by COSO
Principle 8

pd

dcotton@cottoncpa.com
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Implied by COSO

Principle 8

These two are integrated

dcotton@cottoncpa.com
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You need a
hotline; and a
process in place

for quickly and
thoroughly
investigating any
reported fraud ...

FRM is not a “once-
and-done” exercise;
you must have a

process in place for
monitoring, and
periodlically re-

assessing fraud risk

dcotton@cottoncpa.com
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Updated Guide Can Be Used:

* Just for complying with Principle #8—
performing a fraud risk assessment, or

* For developing and implementing a
comprehensive fraud risk management
program

So, ....

You get to work one Monday morning and your
boss says,

“Hey, we need to do a fraud risk assessment in
order to comply with the new COSO Principle
about fraud risk, and we want you to head up
the effort to do that for us. Get started right
away and report back when you are done.”

dcotton@cottoncpa.com
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So, ....

You get to work one Monday morning and your
boss says,

“Hey, we need to do a fraud risk assessment in
order to comply with the new COSO Principle
about fraud risk, and we want you to head up

the effort to do that for us. Get started right
away and report back when you are done.”

What would you do?

You could ....

* (a) Start with your organization’s existing internal controls and
determine whether they are adequate to mitigate FRAUD risk ...

— Segregation of duties

— Approved vendor list

— Higher level approvals required for large transactions
— Documentation

— Physical counts

Reconciliations
— Etc.

dcotton@cottoncpa.com
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Documentation

Physical counts

Reconciliations
— Etc.

You could ....

* (a) Start with your organization’s existing internal controls and
determine whether they are adequate to mitigate FRAUD risk ...

— Segregation of duties
— Approved vendor list
— Higher level approvals required for large transactions

These are all excellent controls designed
to ensure accuracy in accounting and

financial reporting. But, if your focus is
now specifically on fraud, maybe we need
something more ...

Documentation

Physical counts

Reconciliations
— Etc.

You could ....

* (a) Start with your organization’s existing internal controls and
determine whether they are adequate to mitigate FRAUD risk ...

— Segregation of duties
Approved vendor list
— Higher level approvals requiredNQr large transactions

From a fraud focus, what if the several

people doing these things get together
and collude?

dcotton@cottoncpa.com
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You could ....

(a) Start with your organization’s existing internal controls and

determine whether they are adequate to mitigate FRAUD risk ...

— Segregation of duties

— Approved vendor list
— Higher level approvals requirec large transactions

— Documentation

Physical counts From a fraud focus, what if the several

people doing these things get together
and collude?

Reconciliations
— Etc.

Maybe we need a policy requiring
periodic rotation of these duries; and

some mechanism to assure that these
policies are, in fact, in place...

You could ....

(a) Start with your organization’s existing internal controls and

determine whether they are adequate to mitigate FRAUD risk ...

— Segregation of duties

Approved vendor list
— Higher level approvals requiteg for large transactions
Documentation

Physical counts From a fraud focus, what if an employee

can access the list and add a bogus
company?

Reconciliations
— Etc.

dcotton@cottoncpa.com
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You could ....

(a) Start with your organization’s existing internal controls and
determine whether they are adequate to mitigate FRAUD risk ...

Segregation of duties

Approved vendor list
Higher level approvals requ

Documentation
Physical counts
Reconciliations
Etc.

d for large transactions

From a fraud focus, what if an employee

can access the list and add a bogus
company?

Maybe we need to use data analytics to

periodically compare all fields in our
vendor and employee data bases ...

You could ....

(a) Start with your organization’s existing internal controls and
determine whether they are adequate to mitigate FRAUD risk ...

Segregation of duties

Approved vendor list

Higher level approvals reguired for large transactions

Documentation
Physical counts
Reconciliations
Etc.

From a fraud focus, what if employees

split purchases to circumvent this control?

dcotton@cottoncpa.com
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You could ....

(a) Start with your organization’s existing internal controls and

determine whether they are adequate to mitigate FRAUD risk ...

Segregation of duties

Approved vendor list

Higher level approvals reguired for large transactions

Documentation
Physical counts
Reconciliations
Etc.

From a fraud focus, what if employees

split purchases to circumvent this control?

Maybe we need to use digital analysis

(Benford’s Law) to find evidence of
purchase-splitting ...

You could ....

(a) Start with your organization’s existing internal controls and

determine whether they are adequate to mitigate FRAUD risk ...

Segregation of duties

Approved vendor list

Higher level approvals required for large transactions

Documentation
Physical counts
Reconciliations
Etc.

From a fraud focus, what if

documentation is altered?

dcotton@cottoncpa.com
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You could ....

(a) Start with your organization’s existing internal controls and
determine whether they are adequate to mitigate FRAUD risk ...

Segregation of duties

Approved vendor list

Higher level approvals required for large transactions

Documentation
Physical counts
Reconciliations
Etc.

From a fraud focus, what if

documentation is altered?

Maybe we need to add some additional

software controls designed to
prevent/detect altered documents ...

You could ....

(a) Start with your organization’s existing internal controls and
determine whether they are adequate to mitigate FRAUD risk ...

Segregation of duties

Approved vendor list

Higher level approvals required for large transactions

Documentation
Physical counts
Reconciliations
Etc.

From a fraud focus, what if inventory is

moved during counts; what if boxes are
empty?

dcotton@cottoncpa.com
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You could ....

(a) Start with your organization’s existing internal controls and
determine whether they are adequate to mitigate FRAUD risk ...

Segregation of duties

Approved vendor list

Higher level approvals required for large transactions

Documentation
Physical counts
Reconciliations
Etc.

From a fraud focus, what if inventory is

moved during counts; what if boxes are
empty?

Maybe we need to frequently change our

inventory process and procedures and do
surprise counts on a sample basis...

You could ....

(a) Start with your organization’s existing internal controls and
determine whether they are adequate to mitigate FRAUD risk ...

Segregation of duties

Approved vendor list

Higher level approvals required for large transactions

Documentation
Physical counts
Reconciliations
Etc.

From a fraud focus, what if subsidiary
journals are falsified?

dcotton@cottoncpa.com
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Documentation

Physical counts
Reconciliations
— Etc.

You could ....

* (a) Start with your organization’s existing internal controls and
determine whether they are adequate to mitigate FRAUD risk ...

— Segregation of duties
— Approved vendor list
— Higher level approvals required for large transactions

From a fraud focus, what if subsidiary

journals are falsified?

Maybe we need use data analytics to
covertly monitor journal activity...

Documentation

Physical counts
Reconciliations
— Etc.

You could ....

* (a) Start with your organization’s existing internal controls and
determine whether they are adequate to mitigate FRAUD risk ...

— Segregation of duties
— Approved vendor list
— Higher level approvals required for large transactions

This risk assessment method
would probably do a pretty

good job and would likely
satisfy COSO Principle #8.

dcotton@cottoncpa.com
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You could ....

(a) Start with your organization’s existing internal controls and
determine whether they are adequate to mitigate FRAUD risk ...

— Segregation of duties
— Approved vendor list
— Higher level approvals required for large transactions
— Documentation

This risk assessment method
would probably do a pretty

Physical counts

Reconciliations
— Etc. good job and would likely

satisfy COSO Principle #8.

On the other hand, these controls are all focused on

accounting and financial reporting; and we know
that many frauds can occur elsewhere ...

So, perhaps you should ....

(b) spend $59 to buy the FRMG, start from scratch, and perform a
more comprehensive fraud risk assessment

dcotton@cottoncpa.com

29



The Fraud Risk Assessment Process

Fraud Risk
Assessment

Fraud Risk
Assessment

dcotton@cottoncpa.com

30



Fraud Risk
Assessment

i. e., “Brainstorming”

dcotton@cottoncpa.com
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ACFE is in the process of
moving this list to their
“Fraud Risk Management
Tools” page and adding
hyperlinked
definitions/descriptions

dcotton@cottoncpa.com

Fraud Risk
Assessment
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FRAUD RISK ASSESSMENT HEAT MAP

SIGNIFICANCE

Low

LIKELIHOOD OF OCCURENCE

dcotton@cottoncpa.com

Fraud Risk

Assessment

34



Documenting the Fraud Risk
Assessment

Fraud Risk

Assessment

dcotton@cottoncpa.com
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A: GLOSSARY

FRMG Appendices

B: ROLES AND RESPONSIBILITIES

C: CONSIDERATIONS FOR SMALLER ENTITIES
D: REFERENCE MATERIAL

E: DATA ANALYTICS

Data Analytics

dcotton@cottoncpa.com
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FRMG Appendices

F: SAMPLE GOVERNANCE MATERIALS
F1: FRAUD CONTROL POLICY FRAMEWORK
F2: FRAUD RISK HIGH-LEVEL ASSESSMENT
F3: FRAUD POLICY RESPONSIBILITY MATRIX
F4: FRAUD RISK MANAGEMENT POLICY
F5: FRAUD RISK MANAGEMENT SURVEY

G: LIST OF FRAUD RISK EXPOSURES

H: SAMPLE FRAUD RISK ASSESSMENT

dcotton@cottoncpa.com
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FRMG Appendices

I: FRAUD RISK MANAGEMENT ASSESSMENT
SCORECARDS

11: FRAUD RISK GOVERNANCE

12: FRAUD RISK ASSESSMENT

13: FRAUD CONTROL ACTIVITIES

|4: FRAUD INVESTIGATION AND FOLLOWUP
I5: FRAUD RISK MANAGEMENT MONITORING

Automated versions of these scorecards
reside at the ACFE “Fraud Risk

Management Tools” page

dcotton@cottoncpa.com
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SCORECARDS

|4: FRAUD |

FRMG Appendices

I: FRAUD RISK MANAGEMENT ASSESSMENT

11: FRAUD RISK GOVERNANCE
12: FRAUD RISK ASSESSMENT
13: FRAUD CONTROL ACTIVITIES

NVESTIGATION AND FOLLOWUP

I5: FRAUD RISK MANAGEMENT MONITORING
J: HYPERLINKS TO ADDITIONAL TOOLS

dcotton@cottoncpa.com
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HYPERLINKS TO ADDITIONAL TOOLS

* |Interactive Scorecards

dcotton@cottoncpa.com
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HYPERLINKS TO ADDITIONAL TOOLS

* Interactive Scorecards
* Points of Focus Documentation Templates

Points of Focus Documentation
Templates

dcotton@cottoncpa.com
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HYPERLINKS TO ADDITIONAL TOOLS

* Interactive Scorecards
* Points of Focus Documentation Templates

* Risk Assessment and Follow-up Actions
Template

Risk Assessment and Follow-up Actions
Template

dcotton@cottoncpa.com
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Fraud Risk Heat Map

Fraud Risk Ranking Matrix

dcotton@cottoncpa.com
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HYPERLINKS TO ADDITIONAL TOOLS

Interactive Scorecards

Points of Focus Documentation Templates

Risk Assessment and Follow-up Actions
Template

Log for allegations of fraud and investigation
results

Log for allegations of fraud and investigation results

dcotton@cottoncpa.com

46



HYPERLINKS TO ADDITIONAL TOOLS

* Interactive Scorecards
* Points of Focus Documentation Templates

* Risk Assessment and Follow-up Actions
Template

* Log for allegations of fraud and investigation
results

* |nteractive Scorecards
 Library of Data Analytics Tests

dcotton@cottoncpa.com
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CASH - SKIMMING

Library of Data Analytics Tests

ICash Receipts Analysis

Review of cash receipts journal to ensure no out-of- numbers

|Vertical Analysis

Vertical analysis of sales accounts, (i.e., cash as a percentage of total assets over time, etc. can be used to detect skimming
lat a high level)

Horizontal Analysis

Horizontal analysis of sales accounts, (i.e.. cash percent change over time, can be used to detect at a high level)

ICurrent Ratio Analysis.

[Track current assets to current liabilities over time

IQuick Ratio Analysis

(Cash+Se ) over Current Liabilities percent change over time

[Track inventory shrinkage due to unrecorded sales. Inventory detection may include statistical sampling, trend analysis,

reviews of receiving reports and inventory records and verification for material and shipping as well
inventory Analysis actual physical inventory count
Red Flags Bank the validity of a check
Red Flags Inspect for a forged on a check
Red Flags Inspect for an bank account with a name similar to the company name
Red Flags Inspect for alteration of the check payee or

Journal Entry Review

lAnalysis of journal entries made to the cash and inventory accounts to identify: (1) False credits to inventory to conceal
unrecorded or understated sales, (2) Write-offs related to lost, stolen or obsolete product, (3) Write-offs to accounts
(4) Irreqular entries to cash accounts

Journal Entry Review

|Analysis of journal entries to review or journal entries.

Journal Entry Review

Identify larger entries split into smaller entries to avoid exceeding their approval limit. To ensure authorization and validity of

the Journal Entry based on the approval limits

Bid Rigging

dcotton@cottoncpa.com
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BID RIGGING

Library of Data Analytics Tests

Corruption: Bid Rigging

ICompare inventory levels and turnover rates on a by project or by product basis, by region

Corruption: Bid Rigging

Inventory written-off and then new purchase made (total write-offs and quantities by product)

Corruption: Bid Rigging

ICompare contract awards by vendor (number of contracts won compared to bids submitted)

Corruption: Bid Rigging

Sole sourced contracts - number of bids per contract

Corruption: Bid Rigging

ICheck for vague contract specifications: (i) amendments, extension, increases in contract values, (ii) total number of amendments, (i) original
delivery date and final delivery date, (iv) original contract value and final contract value

Corruption: Bid Rigging

ICheck for split contract (same vendor, same day)

(Corruption: Bid Rigging Bids submitted after bid closing date
(Corruption: Bid Rigging Last bid wins
(Corruption: Bid Rigging Low bidder drops out, and to higher bidder (compare contractor with invoice payee)

[Corruption: Bid Rigging

Fictitious bids - verify bidders and prices

Fictitious Revenue

dcotton@cottoncpa.com
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REVENUE RECOGNITION

Library of Data Analytics Tests

lAnalysis of inventory that has been "segregated" or shipped to a third party intermediary where the customer has not taken title and

Bill & Hold the risks, yet the company has booked this isolated inventory as revenue

Bill & Hold Identify revenue and recorded prior to shipment

IChannel Stuffing ICompare or on a monthly basis to identify unusual spikes at the end of the quarter or year.
IChannel Stuffing ICompare sales and cor returns on a per customer basis

Debt Swap of Journal Entries with Net Debit to Liability and Credit to Revenue

Debt Swap of Journal Entries with Net Debit to Liability and Credit to

Fake Invoices nalysis of invoices

Fake Invoices Benford's analysis of the first two digits to identify such as a disproportionate number of invoices starting with 7, 8 or 9

Fake Invoices

nalysis of company names that "sound like" known vendors

Fake Invoices

Examine inventory records to identify locations or items that require specific attention during or after the physical inventory count

nalysis and anomaly detection of the of to identify missing checks, invoices

ICompare A/R credit memos to A/P invoices

ICompare revenue reported by month and by product line during the current period with prior periods

Confirm with selected, high risk customers relevant contract terms or question company staff regarding shipments near the end of the
period

of revenue at period end and reversed or partially reversed

Fraud Triangle Analytics

E-mail analysis of selected employees (accounting or sales) for "Rev Rec" related key words around incentive/pressure, opportunity and

NEW TOOL—COMING SOON

List of fraud schemes,
hyperlinked to underlying
definitions and
descriptions.

To be expanded through
crowdsourcing.

dcotton@cottoncpa.com
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HYPERLINKS TO ADDITIONAL TOOLS

* These tools reside at the ACFE web site
— http://www.acfe.com/fraudrisktools/tools.aspx

* These are intended to be dynamic and “crowdsourced”

— As more fraud schemes are discovered, Appendix G will be
adjusted accordingly

— As new data analytic tests are invented, the library of tests
will be updated

— Etc.
* ACFE has formed a Tools Steering Committee to
oversee this ongoing process
— Email me if you would like to get more involved in this

effort

FRMG Appendices

G: LIST OF FRAUD RISK EXPOSURES
H: SAMPLE FRAUD RISK ASSESSMENT

I: FRAUD RISK MANAGEMENT ASSESSMENT
SCORECARDS

11: FRAUD RISK GOVERNANCE
12: FRAUD RISK ASSESSMENT
13: FRAUD CONTROL ACTIVITIES
|4: FRAUD INVESTIGATION AND FOLLOWUP
I5: FRAUD RISK MANAGEMENT MONITORING
J: HYPERLINKS TO ADDITIONAL TOOLS
K: MANAGING THE RISK OF FRAUD IN GOVERNMENT
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http://www.acfe.com/fraudrisktools/tools.aspx

Still not convinced that you need Fraud

Risk Management?

Go to http://www.cottoncpa.com/outreach/thought-
leadership/ and download and print the five

scorecards

Go to Staples and buy some red, yellow, and green
dots

At your next board retreat or senior staff meeting,
use the scorecards to self assess

Tape those scorecards on the wall and step back

If you see a lot of RED, you definitely need to
implement fraud risk management

For those of us who work in or for
government

dcotton@cottoncpa.com
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http://www.cottoncpa.com/outreach/thought-leadership/

GAO’s Fraud Risk Management Framework:
Not Just for Federal Agencies

GAO’s Fraud Risk Management Framework

“While the primary target audience of this study
is managers in the U.S. federal government, the
practices and concepts described in the
Framework may also be applicable to state,
local, and foreign government agencies, as well
as nonprofit entities that are responsible for
fraud risk management.”

dcotton@cottoncpa.com
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Alignment with COSO

The COSO Internal Control—Integrated Framework
has 5 components

» Control Environment

* Risk Assessment

» Has Control Activities

+ Information & Communication

» Monitoring Activities

The GAO Green Book (Standards for Internal Control
in the Federal Government) has the same 5
components

The COSO ACFE Fraud Risk Management Guide

maps to both the COSO internal Control Framework
and the Green Book

Mapping of
COosoO
Components
and Principles
to the Fraud
Risk
Management
Guide

dcotton@cottoncpa.com
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GAO Framework

Commit to Combating Fraud
by Creating an Organizational
Culture and Structure
Conducive to Fraud Risk
Management

Plan Regular Fraud Risk
Assessments and Assess Risks
to Determine a Fraud Risk
Profile

Design and Implement a
Strategy with Specific Control
Activities to Mitigate Assessed
Fraud Risks and Collaborate to
Help Ensure Effective
Implementation

Evaluate Outcomes Using a
Risk-Based Approach and
Adapt Activities to Improve
Fraud Risk Management

Nutshell View—Alignment with COSO

| Control Environment | | Risk Assessment |

OO

Monitor

Control Activities
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GAO Framework

Commit to Combating Fraud
by Creating an Organizational
Culture and Structure
Conducive to Fraud Risk
Management

Plan Regular Fraud Risk
Assessments and Assess Risks

to Determine a Fraud Risk
Profile

Design and Implement a
Strategy with Specific Control
Activities to Mitigate Assessed
Fraud Risks and Collaborate to
Help Ensure Effective
Implementation

NOT in the GAO
Framework

Evaluate Outcomes Using a
Risk-Based Approach and

Adapt Activities to Improve
Fraud Risk Management

Nutshell View—Alignment with COSO

NOT in the GAO
Framework
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Nutshell View—Alignment with COSO

In government, usually the
responsibility of another
office—e.g., OIG

My Predictions for the Future:
What Can/Should Be Done to
Empower Auditors to Find
More Fraud; and Help
Organizations Better Manage
Fraud?
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What Can We Expect to See in the Future?

* Data analytics will be where most of the focus
will be

See: http://www.acfe.com/fraudrisktools/tools.aspx
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http://www.acfe.com/fraudrisktools/tools.aspx

What Can We Expect to See in the Future?

* Data analytics will be where most of the focus
will be

* More emphasis on “hotline” employee
reporting

117

Source: ACFE 2016 Report to the Nations
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Source: ACFE 2016 Report to the Nations

What Can We Expect to See in the Future?

e Data analytics will be where most of the focus
will be

* More emphasis on “hotline” employee
reporting

* More auditor focus on fraud risk management
(FRM)

120
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What Does FRM Mean for External
Auditors?

* External auditors are required to assess fraud
risk

* Audits are risk-based: higher risk = more audit
work needed = higher audit fees

* If you tell your auditors that you have
implemented rigorous fraud risk management

processes, their assessment of fraud risk
should go down ...

Prediction:

* Auditing standards will be revised to REQUIRE
auditors to evaluate and test management’s
fraud risk management system and processes

« Similar to the existing requirement that
auditors must evaluate and test
management’s system of internal control

dcotton@cottoncpa.com



For consideration and pilot testing:

* Auditing standards already require auditors to
conduct expanded inquiries about fraud (i.e.
talk to employees throughout the organization
about fraud possibilities)

* Let’s have auditors set up an “audit hotline”
website at the beginning of the audit and
make it known to and accessible by every
auditee employee

What Can We Expect to See in the Future?

e Data analytics will be where most of the focus
will be

* More emphasis on “hotline” employee
reporting

* More auditor focus on fraud risk management
(FRM)

* Perhaps, a 3™ COSO Framework

124
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COSO Frameworks

[81] 4]

[2,862]

Coming soon ...

Fraud Risk Management and
Assessment

David L. Cotton, CPA, CFE, CGFM
Cotton & Company LLP
Alexandria, VA 22314

www.cottoncpa.com
dcotton@cottoncpa.com
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